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Attack Category

» Privilege Exploitation

Vulnerability Category

¢ Process management
» Privilege escalation problem

Softwar e Context

¢ Threads and Processes

L ocation

Description

Do not give write permission when creating a new
process.

CreateProcess() and related functions allow oneto
spawn anew process. When a process is created, one
can specify access rules for that process. Processes
with loose access rules pose a security risk.

APIs

FunctionName Comments
CreateProcess

CreateProcessA ANSI implementation
CreateProcessW Unicode implementation
CreateProcessAsUser

CreateProcesswithL ogonW

Method of Attack

If an attacker can get a handle to your process with
some sort of write access, he can call functions such
as WriteProcessMemory() to rewrite parts of the
process to effect some sort of stack smashing attack.

Exception Criteria

Solutions

Solution Solution Solution
Applicability | Description Efficacy
When creating a| Do not set Effectiveif

new process. permissions of | done properly.
child process Requires
soastoalow |understanding
an attacker to | of security
rewrite your model.

1. http://buildsecurityin.us-cert.gov/bsi-rules/35-BSI.html (Barnum, Sean)
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space.

child's memory

Signature Details

Examples of Incorrect Code

BOOL CreateProcess(

LPCTSTR IpApplicationName,

LPTSTR IpCommandLine,
LPSECURITY_ATTRIBUTES IpProcessAttributes,
LPSECURITY_ATTRIBUTES IpThreadAttributes,
BOOL blnheritHandles,

DWORD dwCreationFlags,

LPVOID IpEnvironment,

LPCTSTR IpCurrentDirectory,

LPSTARTUPINFO IpStartuplnfo,

LPPROCESS INFORMATION

[pProcessl nformation

);

BOOL CreateProcessAsUser(

HANDLE hToken,

LPCTSTR IpApplicationName,

LPTSTR IpCommandLine,
LPSECURITY_ATTRIBUTES IpProcessAttributes,
LPSECURITY_ATTRIBUTES IpThreadAttributes,
BOOL blnheritHandles,

DWORD dwCreationFlags,

LPVOID IpEnvironment,

LPCTSTR IpCurrentDirectory,

LPSTARTUPINFO IpStartuplnfo,

LPPROCESS INFORMATION

[pProcessl nformation

);

BOOL CreateProcessWithL ogonW(

LPCWSTR IpUsername,

LPCWSTR IpDomain,

LPCWSTR IpPassword,

DWORD dwlL ogonFlags,

LPCWSTR IpApplicationName,

LPWSTR IpCommandLine,

DWORD dwCreationFlags,

LPVOID IpEnvironment,

LPCWSTR IpCurrentDirectory,
LPSTARTUPINFOW IpStartuplnfo,
LPPROCESS _INFORMATION IpProcessInfo

);

/* Create a security descriptor
per "MSDN Creating a Security
Descriptor for a New Qbject in
C++" cited bel ow, but specify
perm ssions that grant anyone
the ability to wite. Then use
this descriptor to create a new
process. Exanple is large, but
the main point is that an overly

CreateProcess-03
ID: 721-BS| | Version: 2 | Date: 5/16/08 2:39:18 PM




perm ssive security descriptor is
bei ng applied. */

DWORD dwRes, dwDi sposition;

PSI D pEveryoneSI D = NULL,

pAdmi nSI D = NULL;

PACL pACL = NULL;

PSECURI TY_DESCRI PTOR pSD = NULL;
EXPLI CI T_ACCESS ea[ 1] ;

SI D_|I DENTI FI ER_AUTHORI TY

S| DAut hWorl d =

SECURI TY_WORLD SI D AUTHORI TY;

SI D_| DENTI FI ER_AUTHORI TY

SI DAut hNT = SECURI TY_NT_AUTHORI TY;
SECURI TY_ATTRI BUTES sa;

LONG | Res;

HKEY hkSub = NULL;

/] Create a well-known SID for the
Everyone group.

if(!

Al l ocateAndl nitial i zeSi d( &Sl DAut hWo
1,

SECURI TY_WORLD_RI D,

o, o,b 0,0 O, O, O, O,

&EveryoneSID)) { /* handle error

* }

/1 Initialize an EXPLI CI T_ACCESS
structure for an ACE.

/1l The ACE will all ow Everyone
full access

ZeroMenory(&ea, 1 *

si zeof (EXPLI CI T_ACCESS)) ;

ea[ 0] . grf AccessPerm ssions =
KEY_ALL_ACCESS;

ea[ 0] . grf AccessMbde = SET_ACCESS;
ea[ 0] . grflnheritance=

NO_|I NHERI TANCE;

ea[ 0] . Trust ee. Trust eeForm =
TRUSTEE_I S_SI D,

ea[ 0] . Trust ee. Trust eeType =
TRUSTEE_| S VELL_KNOWN_GROUP;

ea[ 0] . Trust ee. ptstrNanme =
(LPTSTR) pEveryoneSl D;

// Create a new ACL that contains
t he new ACEs.

dwRes = SetEntrieslnAcl (1, ea,
NULL, &pACL);

if (ERROR SUCCESS != dwRes) { /*
handl e error */ }

/1l Initialize a security
descri ptor.

rld,
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pSD = (PSECURI TY_DESCRI PTOR)
Local Al | oc(LPTR,

SECURI TY_DESCRI PTOR_M N_LENGTH) ;
if (NULL == pSD) { /* handle
error */ }

if (!
InitializeSecurityDescriptor(pSD,
SECURI TY_DESCRI PTOR_REVI SION)) { /
* handle error */ }

/1 Add the ACL to the security
descriptor.

if (!

Set Securi tyDescri pt or Dacl ( pSD,
TRUE, // bDacl Present fl ag
PACL,

FALSE)) // not a default DACL
{ /* handle error */ }

/1l Initialize a security

attri butes structure.

sa. nLength = si zeof

( SECURI TY_ATTRI BUTES) ;

sa. | pSecurityDescriptor = pSD;
sa. bl nheritHandl e = TRUE;, //
all ows inheritance - would be
safer to set this FALSE

/1 Use the security attributes to
set the security descriptor
/1 when you create a key.

| Res =
RegCr eat eKeyEx( HKEY_CURRENT _USER,
" rTykey" Ll 01 " ) O!

KEY_READ | KEY_WRITE, &sa,
&hkSub, &dwDi sposition);
printf("RegCreat eKeyEx result %
\n", IRes );

STARTUPI NFO si ;
PROCESS_| NFORVATI ON pi ;

Zer oMenory( &si, sizeof(si) );
si.ch = sizeof (si);
ZeroMenory( &pi, sizeof(pi) );

/[l Start the child process.

if( !CreateProcess( NULL, // No
nodul e nane (use conmand |ine).
TEXT(" MyChi | dProcess"), //
Conmmand | i ne.

&sa, // Use the security
descriptor we've created.

NULL, // Thread handl e not

i nheritable.
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FALSE, // Set handl e i nheritance
t o FALSE.

0, // No creation flags.

NULL, // Use parent's environnent
bl ock.

NULL, // Use parent's starting
directory.

&si, // Pointer to STARTUPI NFO
structure.

&i ) // Pointer to

PROCESS | NFORVATI ON structure.

) { /* handle error */ }

Examples of Corrected Code

/* Specifying a NULL security
descriptor to CreateProcess()
will apply a default security
descriptor to the new process.
Normal |y, this should be
reasonably restrictive and hence
reasonably secure. But check to
confirm specifics. */

STARTUPI NFO si ;
PROCESS_| NFORVATI ON pi ;

ZeroMenory( &si, sizeof(si) );
si.chb = sizeof (si);
Zer oMenory( &pi, sizeof (pi) );

/] Start the child process.

if( !'CreateProcess( NULL, // No
nodul e name (use comand |ine).
TEXT(" MyChi | dProcess"), [/
Conmand | i ne.

NULL, // Process handl e not

i nheritable - default security
descriptor used

NULL, // Thread handl e not

i nheritable.

FALSE, // Set handl e inheritance
to FALSE.

0, // No creation flags.

NULL, // Use parent's environnment
bl ock.

NULL, // Use parent's starting
directory.

&si, /1 Pointer to STARTUPI NFO
structure.

&i ) // Pointer to

PROCESS_| NFORMVATI ON structure.

) { /* handle error */ }

Sour ce Reference e http://msdn.microsoft.com/library/
default.asp?url=/library/en-ug/dll proc/base/
processes and_threads.asp?
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